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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.814.
2
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3
Rationale





For network assisted positioning procedure, the measurements are obtained in NG-RAN and sent to AMF afterwards. In this scanorio, UE is not impacted, which means UE cannot enforce the privacy control. For a 5GC-MO-LR request, the AMF determines whether the service consumer is authorized to retrieve UE location, based on the UE LCS privacy profile [2]. AMF receives the action indicator from GMLC based on privacy setting in UDM. In SA3#94 ad-hoc meeting, it’s agreed that the serving network is trusted with location data. So that, the enforcement for UE's privacy control shall rely on the AMF. 

Therefore, the requirement is changed to the UE and the AMF shall support privacy control in LCS. Then the Editor’s Note is deleted.

4
Detailed proposal

*************** Start of Change ****************
5.4
Key Issue #4: Privacy control in LCS 

5.4.1
Key issue details
In relation to 5G and service-based architecture, the LCS architecture in roaming scenario is shown in Figure 5.4.1-1. 
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Figure 5.4.1-1: LCS architecture in roaming scenario (Figure 4.2.2-2 in TS 23.273 [6])

Location services (LCS) in the 3GPP system already address privacy control of UE's user by providing mechanisms for the user's consent processing, and privacy settings update procedure. In the existing mechanisms, the UE's privacy settings are primarily distributed by the UDM, however, the UDM itself cannot enforce its use in other entities. 
Hence, it is important to analyse if the privacy controls are effective, especially taking into consideration that multiple entities are involved and trust relations between them vary. AMF and/or UE are enforcing the privacy control.
5.4.2
Security threats

Lack of effective privacy control could potentially lead to undermining privacy preferences of UE's users. 
5.4.3
Potential security requirements

The UE and the AMF shall support privacy control in LCS.


*************** End of Change ****************
